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Abstract. In mobile ad hoc networks (MANETs), broadcasting plays a 
fundamental role, diffusing a message from a given source node to all the other 
nodes in the network. Flooding is the simplest and commonly used mechanism 
for broadcasting in MANETs, where each node retransmits every uniquely 
received message exactly once. Despite its simplicity, it however generates 
redundant rebroadcast messages which results in high contention and collision 
in the network, a phenomenon referred to as broadcast storm problem. Pure 
probabilistic approaches have been proposed to mitigate this problem inherent 
with flooding, where mobile nodes rebroadcast a message with a probability p 
which can be fixed or computed based on the local density. However, these 
approaches reduce the number of rebroadcasts at the expense of reachability.  
On the other hand, counter-based approaches inhibit a node from broadcasting a 
packet based on the number of copies of the broadcast packet received by the 
node within a random access delay time. These schemes achieve better 
throughput and reachability, but suffer from relatively longer delay. In this 
paper, we propose an efficient broadcasting scheme that combines the 
advantages of pure probabilistic and counter-based schemes to yield a 
significant performance improvement. Simulation results reveal that the new 
scheme achieves superior performance in terms of saved-rebroadcast, 
reachability and latency.  
Keywords: MANETs, Flooding, Broadcast storm problem, Saved-rebroadcast, 
Reachability, Latency. 
1   Introduction 
Broadcasting is a means of diffusing a message from a given source node to all  
other nodes in the network. It is a fundamental operation in MANETs and a buil- 
ding block for most other network layer protocols. Several unicast routing protocols 
such as Dynamic Source Routing (DSR), Ad Hoc on Demand Distance Vector 
(AODV), Zone Routing Protocol (ZRP), and Location Aided Routing (LAR), as well 
multicast protocols employ broadcasting to detect and maintain routes in a dynamic 
environment. Currently, these protocols typically rely on simplistic form of 
broadcasting called simple flooding, in which each mobile node retransmits every 
unique received packet exactly once. Although flooding is simple and easy to 
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implement, it often causes unproductive and harmful bandwidth congestion, a 
phenomenon referred to as the broadcast storm problem [1], [2], [3]. 
Several broadcast schemes have been proposed that mitigate the broadcast storms 
problem. The performance of these schemes is measured in terms of reachability, 
which is the fraction of the total nodes that receive the broadcast messages, the saved-
rebroadcast, that is the fraction of the total nodes that does not rebroadcast the 
messages, and the latency, that is the time between the first and the last instant that 
the broadcast message is transmitted [4]. These schemes are usually divided into two 
categories [4], [5]: deterministic schemes and probabilistic schemes. Deterministic 
schemes require global topological information of the network and are guaranteed a 
reachability of 1 considering an ideal MAC layer. However, they incur large overhead 
in terms of time and message complexity for maintaining the global knowledge 
requirements due to the inherent dynamic topology of MANETs. On the other hand, 
probabilistic schemes do not require global topological information of the network to 
make a rebroadcast decision. As such every node is allowed to rebroadcast a message 
based on a predetermined forwarding probability p. As a consequence, these schemes 
incur a smaller overhead and demonstrate superior adaptability in dynamic 
environment when compared to deterministic schemes [6]. However, they typically 
sacrifice reachability as a trade-off against overhead. 
Among the probabilistic schemes that have been proposed are probability-based 
and counter-based schemes [1], [2], [3]. In probability-based schemes, a mobile node 
rebroadcasts a message according to certain probability p which can be fixed or 
computed based on the local density. Current probabilistic schemes assume a fixed 
probability value and it is shown [1], [4], [7] that the optimal rebroadcast probability 
is around 0.65. However, these approaches reduce the number of rebroadcast at the 
expense of reachability [2]. In contrast, messages are rebroadcast only when the 
number of copies of the message received at a node is less than a threshold value in 
counter-based schemes.  This lead to better throughput and reachability, but suffer 
from relatively longer delay [3], [4]. 
In this paper, we proposed an efficient counter-based scheme that combines the 
advantages of probabilistic and counter-based schemes. We set a rebroadcast 
probability at each node (as in [1], [4] and [7]) if the packet counter is less than the 
threshold value rather than rebroadcasting the message automatically. This is because 
the packet counter is not exactly equal to the node number of neighbors.  Otherwise 
we drop the message. We compare this scheme with simple flooding, fixed 
probability and counter-based scheme. Simulation results reveal that this simple 
adaptation can lead to a significant performance improvement. 
The rest of the paper is organized as follows:  In Section 2, we introduce the related 
work on probabilistic and counter-based schemes. The description of our scheme is 
presented in Section 3. We evaluate the performance of our scheme and present the 
simulation results in Section 4. Finally, concluding remarks are presented in Section 5.  
2   Related Work 
This section sheds some light on the research work related to probabilistic and 
counter-based broadcasting schemes.  
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Ni et al [2] proposed a probability-based scheme to reduce redundant rebroadcast 
by differentiating the timing of rebroadcast to avoid collision. The scheme is similar 
to flooding, except that nodes only rebroadcast with a predetermined probability P. 
Each mobile node is assigned the same forwarding probability regardless of its local 
topological information. In the same work, counter-based scheme is proposed after 
analysing the additional coverage of each rebroadcast when receiving n copies of the 
same packet. 
Cartigny and Simplot [8] have proposed an adaptive probabilistic scheme. The 
probability p for a node to rebroadcast a packet is determined by the local node 
density and a fixed value k for the efficiency parameter to achieve the reachability of 
the broadcast. However, the critical question thus becomes how to optimally select k, 
since k is independent of the network topology. 
In Ni et al follow-on work [3], the authors have proposed an adaptive counter-
based scheme in which each node dynamically adjusts its threshold value C based on 
its number of neighbors. Specifically, they extend the fixed threshold C to a function 
C(n), where n is the number of neighbors of the node. In this approach there should be 
a neighbor discovery mechanism to estimate the current value of n. This can be 
achieved through periodic exchange of ‘HELLO’ packets among mobile nodes. 
Recently, Zhang and Agrawal [9] have described a dynamic probabilistic broadcast 
scheme which is a combination of the probabilistic and counter-based approaches. 
The scheme is implemented for route discovery process using AODV as base routing 
protocol. The rebroadcast probability P is dynamically adjusted according to the value 
of the local packet counter at each mobile node. Therefore, the value of P changes 
when the node moves to a different neighborhood; for example, in sparser areas, the 
rebroadcast probability is large compared to denser areas. To suppress the effect of 
using packet counter as density estimates, two constant values d and d1 are used to 
increment or decrement the rebroadcast probability. However, the critical question is 
how to determine the optimal value of the constants d and d1. 
In this paper, we propose an efficient counter-based scheme which combines the 
merits of probability-based and counter-based algorithms to yield a significant 
performance improvement in terms of saved rebroadcast, reachability and end-to-end 
delay which are simple enough for easy implementation. The detail of the scheme is 
described in the next section. 
3   Efficient Counter-Based Scheme (ECS) 
In this section, we present the efficient counter-based scheme that aims to mitigate the 
broadcast storm problem associated with flooding. The use of ECS for broadcasting 
enables mobile nodes to make localized rebroadcast decisions on whether or not to 
rebroadcast a message based on both counter threshold and forwarding probability 
values. Essentially, this adaptation provides a more efficient broadcast solution in 
sparse and dense networks. 
In ECS, a node upon reception of a previously unseen packet initiates a counter c 
that will record the number of times a node receives the same packet. Such a counter 
is maintained by each node for each broadcast packet. After waiting for a random 
assessment delay (RAD, which is randomly chosen between 0 and Tmax seconds), if c 
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reaches a predefined threshold C, we inhibit the node from this packet rebroadcast. 
Otherwise, if c is less than the predefined threshold, C, the packet is rebroadcast with 
a probability P as against automatically rebroadcasting the message in counter-based 
scheme. The use of a rebroadcast probability stem from the fact that packet counter 
value does not necessarily correspond to the exact number of neighbours of a node, 
since some of its neighbours may have suppressed their rebroadcast according to their 
local rebroadcast probability. Thus, the selection of an optimal forwarding probability 
is vital to the performance of our scheme. Based on [1], [4], and [7], we opt for a 
rebroadcast probability of 0.65. A snapshot of our algorithm is presented in figure 1. 
4   Performance Analysis 
This section studies the performance of our scheme, counter-based, fixed probability 
and flooding in terms of reachability, saved-rebroadcast and latency. In order to 
isolate the effects of various design choices of the broadcast algorithms on 
performance we do not simulate other protocol layers such as the MAC and physical 
layers. Our performance analysis is based on the assumptions widely used in literature 
[11], [12], [17]. 
i. All nodes participate fully in the protocol of the network. In particular each 
participating node should be willing to forward packets to other nodes in the 
network.  
 
 
Algorithm : Efficient Counter-Based Scheme 
 
On hearing a broadcast message m at a node X 
- initialize the counter c = 1; 
- set and wait for RAD to expire; 
- for every duplicate message m received within RAD  
o increment c, c = c +1; 
o if  (c < C) (counter threshold-value) { 
? wait for RAD to expires; 
? rebroadcast probability P = P1; } 
                   else{ //where P1 = 0.65 
? stop waiting 
? Drop the message } 
- Generate a random number RN over [0, 1] 
- If  RN ≤ P 
o Rebroadcast the message; 
        else 
o Drop the message 
Fig. 1. A snapshot of efficient counter-based scheme algorithm 
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ii. Packet may be corrupted or lost in the wireless transmission medium during 
propagation. A node has the capability of detecting a corrupted received 
packet and can discard it. 
iii. All mobile nodes are homogeneous. The wireless transmission range and the 
interface card are the same. Likewise the wireless channel is shared by all 
nodes and can be accessed by any node at random time. Therefore, collision 
is a possible phenomenon with the channel. 
4.1   Simulation Setup 
We use ns-2 packet level simulator (v.2.29) [10] to  simulate a square 600m by 600m 
area populated with 25, 50, 75, …, 150 mobile nodes that are uniformly distributed 
in the region, each with a circular radio transmission range of radius 100m. This 
corresponds to networks consisting of multi-hops radio across while the selected 
mobile nodes represent the various network densities ranging from sparse to high 
density network. The radio propagation model used in this study is the ns-2 default, 
which uses characteristic similar to a commercial radio interface, Lucent’s 
WaveLAN card with a 2Mbps bit rate [13]. The distributed coordination function 
(DCF) of the IEEE 802.11 protocol [14] is utilized as MAC layer protocol while 
random waypoint model [15] is used as the mobility model. Because it takes time for 
the random way point model to reach a stable distribution of mobile nodes [16], the 
modified random waypoint mobility model [15] used take care of this node 
distribution problem. The simulation is allowed to run for 900 seconds for each 
simulation scenario. Other simulation parameters that have been used in our 
experiment are shown in Table 1. 
Table 1. Simulation Parameters 
Simulation Parameter Value 
Simulator 
Transmission range 
Bandwidth 
Interface queue length 
Packet size 
Traffic type 
Packet rate 
Topology size 
Number of nodes 
Number of trials 
Simulation time 
Maximum speed 
Counter threshold (C) 
RAD Tmax 
NS-2 (v.2.29) 
100 meters 
2 Mbps 
50 
512 byte 
CBR 
10 packets/sec 
600 x 600 m2 
25, 50, …, 150 
30 
900 sec 
20 m/s 
4 
0.01 seconds 
 
Each data point represents an average of 30 different randomly generated mobility 
models with 95% confidence interval.  Likewise, the maximum speed used is the ns-2 
default which characterise a high mobility network. 
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4.2   Simulation Results 
In this section, we present the performance results of ECS (efficient counter-based 
broadcast scheme) side by side with counter-based, fixed probability and flooding. 
The simulation output is collected using replication mean method where each data 
point represents an average of 30 different randomly generated mobility models with 
95% confidence intervals. Our main focus is to mitigate the broadcast storm problem 
therefore reducing the contention in the network and decreasing the probability of 
packet collisions. As a result, end-to-end delay can be reduced, and the percentage of 
saved rebroadcast can be improved. 
4.2.1   Saved Rebroadcast (SRB) 
Figure 2 shows the performance comparisons of fixed probability, counter-based, 
flooding and ECS in terms of SRB with varying network density. The four schemes 
achieve different SRB percentages with increasing network density.   The figure 
demonstrates that ECS can significantly mitigate the contentions and collisions incur 
during broadcasting especially in dense networks with node moving at 20 m/s. In 
sparse networks, ECS has superior SRB of 46% and about 56% in medium and high 
dense networks. Under the same network conditions, the SRB achieved by the other 
algorithms are as follows: fixed probability has 39% and 35%; counter-based has 22% 
and 32%; and flooding has 4% and 1% for sparse and medium – high dense network 
respectively. Thus, ECS has superior SRB performance in various network densities. 
As shown in Figure 2, ECS can substantially reduce the number of rebroadcast 
because nodes rebroadcast a packet with a certain probability value (0.65) rather than 
automatically rebroadcasting every received packet. However, sending too few 
rebroadcast can result in broadcast packet not reaching all the nodes in the network.  
4.2.2   Reachability  
Figure 3 shows that reachability increases when network density increases regardless 
of which scheme is used. Flooding has best performance in terms of reachability, 
reaching about 100% of the nodes. The performance of ECS scheme shows that the 
reachability is about 95% in sparse networks and above 98% in medium and high 
density network. In high density networks, very similar and comparable results are 
obtained for all the four schemes.  However, in the case of low density networks 
(specifically 25 nodes), flooding and counter-based schemes achieved better 
reachability performance than ECS.  As redundant rebroadcasts also contribute to 
chances of packet collisions which may eventually cause packet drops, thus 
negatively affecting the reachability. Depending on the value of the probability, ECS 
may have lower reachability compared to flooding and counter-based schemes. 
However, by choosing appropriate probability value, we can achieve acceptable 
reachability. ECS ‘s inferior reachability performance in sparse network is due to fact 
that the network might be partition and thus increasing the likelihood of more 
broadcast packets not  reaching all the nodes in the network. 
4.2.3   Latency 
In this section we measure the end-to-end delay of the broadcast packet that has been 
received by all nodes in the network.  The results in figure 4 show the effects of 
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network density on the latency of broadcast packets. When node density increases, 
more broadcast packets fail to reach all the nodes due to high probability of packet 
collision and channel contention caused by excessive redundant retransmission of 
broadcast packets. Therefore the waiting time of packets in the interface queues 
increases. As shown in figure 4, ECS exhibits lower latency than counter-based, fixed 
probability and flooding. Since rebroadcast packets collide and content for channel 
with each other, and the ECS incurs the lowest number of rebroadcasts (highest 
saved-rebroadcast), it should have the lowest latency. 
 
Fig. 2. Saved-Rebroadcast of the four schemes against network density 
 
Fig. 3. Reachability of the four schemes against network density 
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Fig. 4. Latency of the four schemes against network density 
5   Conclusion 
This paper has proposed an efficient counter-based broadcast scheme for MANETs 
that mitigate the broadcast storm problem associated with flooding. The scheme uses 
two different probability values to distinguish between rebroadcast probability for 
nodes in sparse network and that of a dense network. In order to reduce the broadcast 
overhead and without sacrificing the network connectivity in dense networks, the 
rebroadcast  probability of nodes located in sparse areas is set high and that of nodes 
located in dense areas is set low.  Compared to flooding, fixed probability and counter-
based schemes, our simulation results have revealed that the adjusted counter-based 
scheme can achieve up to 56% saved rebroadcast without sacrificing reachability in 
both medium to high density networks. Likewise the scheme has better latency. 
As a continuation of this research in the future, we plan to investigate the 
performance of our scheme under a more realistic scenario (non uniform node 
distribution) and that achieved by a routing protocol when they employ ECS 
broadcast schemes. Furthermore, we intend to build an analytical model for our 
efficient counter-based scheme in order to facilitate its validation strategy.   
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